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Hu Xiong, Qiyong Xian, Kuo-Hui Yeh*, “Blockchain-Enabled Heterogeneous
Communication Protocol with Identifiable Abort in Federated Learning for Ar-
tificial Intelligence of Things,” Journal of Information Security and Applica-
tions, Accepted at 1™ Jan. 2026. (*Corresponding Author, JCR Q2 66.1%, Im-
pact Factor of 2024 = 3.7)

Ying-Chen Liu, Lin-Fa Lee, Kuo-Hui Yeh, “Enhancing UAV Security with
GPS Spoofing and Jamming Anomaly Detection,” Journal of Reliable and Se-
cure Computing, Accepted at 20" December 2025.

Hu Xiong, Yaxin Zhao, Ye Xia, Min Zhang, Kuo-Hui Yeh*, “DA-FL: Block-
chain Empowered Secure and Private Federated Learning with Anonymous Au-
thentication,” IEEE Transactions on Reliability, Vol. 74, Issue 4, December
2025, pp. 5133-5146, https://doi.org/10.1109/TR.2025.3587088. (*Correspond-
ing Author, JCR Q1 91%, Impact Factor of 2024 = 5.7)

Guan-Yan Yang, Tzu-Yu Cheng, Ya-Wen Teng, Farn Wang*, Kuo-Hui Yehx,
“ArtPerception: ASCII Art-based Jailbreak on LLMs with Recognition Pre-test,”
Journal of Network and Computer Applications, Volume 244, December 2025,
104356, https://doi.org/10.1016/j.jnca.2025.104356. (*Corresponding Author,
JCR Q1 95.7%, Impact Factor of 2024 = 8.0)

Hu Xiong, Ye Xia, Yaxin Zhao, Abubaker Wahaballa, Kuo-Hui Yeh*, “Hetero-
geneous Privacy-Preserving Blockchain-Enabled Federated Learning for Social

Fintech,” IEEE Transactions on Computational Social Systems, Vol. 12, No. 6,
pp. 5229-5244, December 2025, https://doi.org/10.1109/TCSS.2025.3533634.
(*Corresponding Author, JCR Q1 82.3%, Impact Factor of 2024 = 4.9)
Guan-Yan Yang, Farn Wang*, Kuo-Hui Yeh*, “GNN-enhanced Traffic Anom-
aly Detection for Next-Generation SDN-Enabled Consumer Electronics,” IEEE
Transactions on Consumer Electronics, Vol. 71, No. 4, pp. 10977-10985, No-
vember 2025, https://doi.org/10.1109/TCE.2025.3620095. (*Corresponding
Author, JCR QI 97.1%, Impact Factor of 2024 = 10.9)

Tianang Yao, Hu Xiong, Kuo-Hui Yeh, Yong Xiang, Changhai Nie, “Decentral-

ized Data Integrity Auditing in Vehicular Cloud Computing,” IEEE Transac-
tions on Intelligent Transportation Systems, Vol. 26, Issue 11, November 2025,
pp.20941-20953, https://doi.org/10.1109/TITS.2025.3588799. (JCR Q1 97.5%,
Impact Factor of 2024 = 8.4)

-3



10

11

12

13

14

Hu Xiong, Xiaoyu Wu, Xudong Yang, Kaiwen Xing, Kuo-Hui Yeh*, “Dif-
fGuess: Password Strength Assessment with Diffusion Models in Intelligent Ve-
hicle-to-Everything (V2X) Communications,” IEEE Transactions on Intelligent
Transportation Systems, Early  Access, 3rd November 2025,
https://doi.org/10.1109/TITS.2025.3623319. (*Corresponding Author, JCR QI
97.5%, Impact Factor of 2024 = 8.4)

Md Rashedul Islam, Md Palash Uddin, Yong Xiang, Kuo-Hui Yeh, Lu Liu, Jon-
athan Kua, “Federated Learning with Adaptive Regularization for Efficient

Edge Data Corruption Detection in Edge Intelligence,” IEEE Transactions on
Cloud Computing, Vol. 13, No. 4, October-December 2025, pp. 1302-1314.
(JCR Q1 87.4%, Impact Factor of 2024 = 5.0)

Guan-Yan Yang, Jui-Ning Chen, Farn Wang, Kuo-Hui Yeh*, “Enhancing Resil-
ience for IoE: A Perspective of Networking-Level Safeguard,” IEEE Network,
Early Access, September 2025, https://doi.org/10.1109/MNET.2025.3604422.
(*Corresponding Author, JCR Q1 89.7%, Impact Factor of 2024 = 6.3)
Zhisheng Liu, Yaxin Zhao, Hu Xiong, Abubaker Wahaballah, Kuo-Hui Yeh*,

“AloT-driven Privacy-Preserving and Decentralized Ubiquitous Music Learn-

ing,” [EEE Networking Letters, Early Access,
https://doi.ore/10.1109/LNET.2025.3602131, August 2025. (*Corresponding
Author)

Wenwei Li, Kuo-Hui Yeh, Yan-Sing Ji, Shi-Cho Cha, “FIDO-enabled Universal
Authenticator with Web Usability and Privacy Preservation,” Computers and
Electrical Engineering, Volume 123, Part 8] 110201
https://doi.ore/10.1016/j.compeleceng.2025.110201, April 2025. (JCR QI
84.2%, Impact Factor of 2024 = 4.9).

Ye Lin, Hu Xiong, Hui Su, Kuo-Hui Yeh*, “Multi-Authority CP-ABE Scheme
with Cryptographic Reverse Firewalls for Internet of Vehicles,” IEEE Transac-

tions on Intelligent Transportation Systems, vol. 26, no. 4, pp. 5348-5359, April
2025, https://doi.org/10.1109/TITS.2025.3533757. (*Corresponding Author,
JCR Q1 97.5%, Impact Factor 0f 2024 = 8.4)

Hu Xiong, Ting Yao, Yaxin Zhao, Lingxiao Gong, Kuo-Hui Yeh*, “A Condi-
tional Privacy-Preserving Mutual Authentication Protocol with Fine-grained

Forward and Backward Security in IoV,” IEEE Transactions on Intelligent
Transportation ~ Systems, Volume: 25, Issue: 11, pp. 15493-15511,
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https://doi.org/10.1109/TITS.2024.3465242, November 2024. (*Corresponding
Author, JCR Q1 97.5%, Impact Factor of 2024 = 8.4)

Guan-Yan Yang, Farn Wang, You-Zong Gu, Ya-Wen Teng, Kuo-Hui Yeh*,
Ping-Hsueh Ho, Wei-Ling Wen, “TPSQLi: Test Prioritization for SQL Injection
Vulnerability Detection in Web Applications,” Applied Science, 14, 8365,
https://doi.org/10.3390/app14188365, September 2024. (*Corresponding Au-
thor, JCR Q2 71.7%, Impact Factor of 2024 = 2.5)

Abdalla Hadabia, Zheng Qua, Kuo-Hui Yeh, Chien-Ming Chen, Saru Kumari,
Hu Xiong, “Heterogeneous and Plaintext Checkable Signcryption for Integrat-

ing IoT in Healthcare System,” Journal of Systems Architecture,
https://doi.org/10.1016/j.sysarc.2024.103235, No. 103235, Vol. 154, September
2024. (JCR Q1 82.4%, Impact Factor of 2024 = 4.1)

Chanapha Bast, Kuo-Hui Yeh*, “Emerging Authentication Technologies for
Zero Trust on the Internet of Things,” Symmetry, 16(8), 993;
https://doi.org/10.3390/sym16080993, August 2024. (*Corresponding Author,
JCR Q2 60.4%, Impact Factor of 2023 = 2.2)

Fan-Hsun Tseng, Jiang-Yi Zeng, Hsin-Hung Cho, Kuo-Hui Yeh, Chi-Yuan

Chen, “Detecting Adversarial Examples of Fake News via the Neurons Activa-
tion State,” IEEE Transactions on Computational Social Systems, Vol.10, Issue
4, pp. 5199-5209, August 2024. https://doi.org/10.1109/TCSS.2023.3293718
(JCR Q1 82.3%, Impact Factor of 2024 = 4.9)

Abdalla Hadabi, Zheng Qu, Rashad Elhabob, Sachin Kumar, Kuo-Hui Yeh,
Saru Kumari, Hu Xiong, “Proxy re-encryption with plaintext checkable encryp-

tion for integrating digital twins into IIoT,” Computers and Electrical Engineer-
ing, https://doi.org/10.1016/j.compeleceng.2024.109164, No. 109164, Vol. 116,
May 2024. (JCR QI 84.2%, Impact Factor of 2024 = 4.9)

Hu Xiong, Hanxiao Wang, Weizhi Meng, Kuo-Hui Yeh*, “Attribute-based Data
Sharing Scheme with Flexible Search Functionality for Cloud Assisted Auton-

omous Transportation System,” IEEE Transactions on Industrial Informatics,
vol. 19, no. 11, pp. 10977-10986, Nov. 2023, https://doi.org/10.1109/
T11.2023.3242815. (*Corresponding Author, JCR Q1 98.5%, Impact Factor of
2023 =11.7)
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27

Hu Xiong, Zheng Qu, Xin Huang, Kuo-Hui Yeh*, “Revocable and Unbounded
Attribute-based Encryption Scheme with Adaptive Security for Integrating Dig-
ital Twins in Internet of Things,” IEEE Journal on Selected Areas in Communi-
cation, Vol. 41, Issue 10, pp. 3306-3317, October 2023.
https:/doi.org/10.1109/JSAC.2023.3310076 (*Corresponding author, JCR QI
98.7%, Impact Factor of 2023 = 13.8)

Kuo-Hui Yeh, Ilias Travlos, Ahmad Nawaz, Shih-Chieh Chang, Han-Chieh
Chao, “Editorial: Sustainable and Intelligent Plant Health Management in Asia
(2022),” Frontiers in Plant Science, Volume 14, August 2023.
https://doi.ore/10.3389/fpls.2023.1244869 (JCR Q1 83.6%, Impact Factor of
2023 =4.1)

Mengjuan Liu, Jiang Liu, Chenyang Liu, Kuo-Hui Yeh*, “A Task-oriented

Neural Dialogue System Capable of Knowledge Accessing,” Journal of Infor-
mation Security and Applications, Volume 76, 103551, August 2023.
https://doi.ore/10.1016/j.jisa.2023.103551 (*Corresponding author, JCR Q2
72.1%, Impact Factor of 2023 = 3.8)

Wen-Wei Li, Weizhi Meng, Kuo-Hui Yeh, Shi-Cho Cha, “Trusting Computing
as a Service for Blockchain Applications,” IEEE Internet of Things Journal, Vol.

10, Issue 13, pp. 11326-11342, July, 2023.
https:/doi.org/10.1109/JI0T.2023.3242464 (JCR Q1 96.6%, Impact Factor of
2023 =8.2)

Kuongho Chen, Lin-Fa Lee, Wayne Chiu, Chunhua Su, Kuo-Hui Yeh*, Han-
Chieh Chao, “A Trusted Reputation Management Scheme for Cross-Chain
Transactions,” Sensors, 23(13), 6033, June 2023.
https:/doi.org/10.3390/s23136033 (*Corresponding author, JCR Q2 69.1%,
Impact Factor of 2023 = 3.4)

Wanting Zhou, Kuo-Hui Yeh, Shiwei Yuan, Lei Li, “A cycle-level recovery

method for embedded processor against HT tamper,” Heliyon, Volume 9, Issue
6. e17085, June 2023. https://doi.org/10.1016/j.heliyon.2023.e17085 (JCR QI
79.5%, Impact Factor of 2023 = 3.4)

Kuo-Hui Yeh, Chunhua Su, Shi-Cho Cha, “Special Issue Editorial, Blockchain-
Enabled Technology for IoT Security, Privacy and Trust,” Symmetry 15, 1059,
May 2023. https://doi.org/10.3390/sym15051059 (JCR Q2 63.8%, Impact Fac-
tor of 2023 =2.2)




29

31

34

Kuo-Hui Yeh, Chien-Ming Chen, Wei-Che Chien, “Special Issue Editorial,
Deep Learning Technologies for Mobile Networks: A Themed Issue in Honor
of Prof. Han-Chieh Chao,” Symmetry 2023, 15(4), 882, April 2023.
https://doi.org/10.3390/sym 15040882 (JCR Q2 63.8%, Impact Factor of 2023 =
2.2)

Shi-Cho Cha, Weizhi Meng, Wen-Wei Li, Kuo-Hui Yeh*, “A Blockchain-ena-
bled ToT Auditing Management System Complying with ISO/IEC 15408-2,”
Computers & Industrial Engineering, Volume 178, 109091, April 2023.
https://doi.org/10.1016/j.cie.2023.109091 (*Corresponding Author, JCR QI
88.5%, Impact Factor of 2023 = 6.7)

Shi-Cho Cha, Chun-Lin Chang, Yang Xiang, Tzu-Jia Huang, Kuo-Hui Yeh*,
“Enhancing OAuth with Blockchain Technologies for Data Portability,” IEEE
Transactions on Cloud Computing, vol. 11, no. 1, pp. 349-366, Jan.-March 2023,
https://doi/10.1109/TCC.2021.3094846. (*Corresponding Author, JCR QI
88.5%, Impact Factor of 2023 = 5.3)

Hu Xiong, Jinhao Chen, Jun Feng, Yang Xiang, Kuo-Hui Yeh*, “Scalable and
Revocable Attribute-based Data Sharing with Short Revocation List for IToT,”
Volume: 10, Issue: 6, IEEE Internet of Things Journal, March 15, 2023, Page(s):
4815-4829. https://doi.org/10.1109/J10T.2022.3220980. (*Corresponding Au-
thor, JCR Q1 96.6%, Impact Factor of 2023 = 8.2)

Chien-Ming Chen, Kuo-Hui Yeh*, Lyes Khoukhi, Chan Yeob Yeun, "Guest Ed-
itorial: Cryptography for Secure Blockchain," Journal of Internet Technology,
vol. 24, no. 2, pp. 507-508, Mar. 2023. (*Corresponding Author, JCR Q4 18.7%,
Impact Factor of 2023 = 0.9)

Wanting Zhou, Man Li, Lei Li, Kuo-Hui Yeh, "Prediction of SET on SRAM
Based on WOA-BP Neural Network," Journal of Internet Technology, vol. 24,
no. 2, pp. 267-273, Mar. 2023. (JCR Q4 18.7%, Impact Factor of 2023 = 0.9)
ZengRi Zeng, Baokang Zhao, Weizhi Meng, Han-Chieh Chao*, Ilsun You*,
Kuo-Hui Yeh, “Towards Intelligent Attack Detection Using DNA Computing,”
ACM Transactions on Multimedia Computing, Communications, and Applica-
tions, Vol. 19, Issue 3s, Article No. 126, pp. 1-27,
https://doi.org/10.1145/3561057, February, 2023. (JCR Q1 92%, Impact Factor
0f 2023 =5.2)
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40

Fan-Hsun Tseng, Kuo-Hui Yeh, Fan-Yi Kao, Chi-Yuan Chen, “MiniNet: Dense
Squeeze with Depthwise Separable Convolutions for Image Classification in
Resource-constrained Autonomous Systems,” ISA Transactions, Vol. 132, Jan-
uary 2023, Pages 120-130, https://doi.org/10.1016/j.isatra.2022.07.030. (JCR
Q1 95.8%, Impact Factor of 2023 =6.3)

Kuo-Hui Yeh, Guan-Yan Yang, Chanapha Butpheng, Lin-Fa Lee, Ying-Ho Liu,
“A Secure Interoperability Management Scheme for Cross-Blockchain Trans-
actions,” Symmetry 2022, 14(12), 2473; https://doi.org/10.3390/sym 14122473,
22 November 2022 (*Corresponding Author, JCR Q2 51.4%, Impact Factor of
2022 =2.7)

Chanapha Butpheng, Kuo-Hui Yeh*, Jia-Li Hou, “A Secure IoT and Cloud
Computing-Enabled e-Health Management System,” Security and Communica-
tion Networks, vol. 2022, Article ID 5300253, 14 pages, June 2022,
https://doi.org/10.1155/2022/5300253. (*Corresponding Author, JCR Q3
30.65%, Impact Factor of 2021 = 1.968)

Shi-Cho Cha, Chuang-Ming Shiung, Wen-Wei Li, Chun-Neng Peng, Yi-Hsuan
Hung and Kuo-Hui Yeh*, “Trustworthiness Evaluation for Permissioned

Blockchain-enabled Applications,” CMC-Computers, Materials & Continua
2022, 73(2), pp. 2731-2755, June 2022,
https://doi.org/10.32604/cmc.2022.029161. (*Corresponding Author, JCR Q3
45.5%, Impact Factor of 2022 = 3.1)

Hu Xiong, Chuanjie Jin, Mamoun Alazab, Kuo-Hui Yeh, Hanxiao Wang,
Thippa Reddy Gadekallu, Weizheng Wang*, Chunhua Su, “On the Design of
Blockchain-based ECDSA with Fault-tolerant Batch Verification Protocol for
Blockchain-enabled ToMT,” TEEE Journal of Biomedical and Health Informat-
ics, Vol. 26, Issue 5 May 2022, pp- 1977-1986
https://doi.org/10.1109/JBHI.2021.3112693. (JCR Q1 93.6%, Impact Factor of
2022 =17.7)

Chien-Ming Chen, Shehzad Ashraf Chaudhry, Kuo-Hui Yeh, Muhammad
Naveed Aman, "Security, Trust and Privacy for Cloud, Fog and Internet of
Things," Security and Communication Networks, vol. 2022, Article ID 9841709,
2 pages, Jan. 2022. https://doi.org/10.1155/2022/9841709. (JCR Q3 30.65%,
Impact Factor of 2021 = 1.968)
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42

43

44

45

46

47

Yi Wu, Wei Zhang, Hu Xiong, Zhiguang Qin, Kuo-Hui Yeh, “Efficient Access
Control with Traceability and User Revocation in IoT,” Multimedia Tools and
Applications, 80, pp. 31487-31508, September 2021. (JCR Q2 62.67%, Impact
Factor of 2021 =2.577)

Mian Ahmad Jan, Kuo-Hui Yeh*, Zhiyuan Tan, Yulei Wu, “(Editorial) Block-
chain for Edge-enabled Smart Cities Applications,” Journal of Information Se-
curity and  Applications, Vol. 61, September 2021, 102937
https://doi.org/10.1016/].jisa.2021.102937. (*Corresponding Author, (JCR Q2
73.48%, Impact Factor of 2021 = 4.960)

Jerry Chun-Wei Lin, Kuo-Hui Yeh, “(Editorial) Security and Privacy Tech-
niques in IoT Environment,” Sensors 2021, 21(1L), I
https://doi.org/10.3390/521010001, December 2020. (JCR Q2 78.91%, Impact

Factor of 2020 = 3.576)

Kuo-Hui Yeh*, Weizhi Meng, SK Hafizul Islam, Kuan Zhang, Ennan
Zhai, ”(Editorial) IEEE Access Special Section Editorial: Security and Privacy
for Cloud and IoT,” IEEE Access, Vol. 8, https://doi.org/10.1109/AC-
CESS.2020.3040469, December 2020, pp. 219690 - 219694. (*Corresponding
Author, JCR Q2 65.75%, Impact Factor of 2020 = 3.367)

Kuo-Hui Yeh*, Robert H. Deng, Hiroaki Kikuchi, “(Editorial) Special Issue on
FinTech Security and Privacy,” Future Generation Computer Systems, Volume
112, https://doi.org/10.1016/j.future.2020.07.057, November 2020, Pages 1172-
1173. (*Corresponding Author, JCR Q1 94.09%, Impact Factor of 2020 = 7.187)
Shi-Cho Cha, Hao Wang, Zhiyuan Tan, Yuh-Jzer Joung, Yen-Chung Tseng,

Kuo-Hui Yeh*, “On privacy aware carriers for value-possessed e-invoices con-
sidering intelligence mining,” IEEE Transactions on Emerging Topics in Com-

putational Intelligence, Volume 4, Issue 5,
https://doi.org/10.1109/TETCI.2019.2938547, October 2020, Pages 641-652.

(*Corresponding Author, 2021 SCIE included)

Hu Xiong, Yan Wu, Chunhua Su, Kuo-Hui Yeh*, “A Secure and Efficient Cer-
ticateless Batch Verification Scheme with Invalid Signature Identification for
the Internet of Things,” Journal of Information Security and Applications, Arti-
cle 102507, Vol. 53, https://doi.org/10.1016/].jisa.2020.102507, August 2020.
(*Corresponding Author, JCR Q2 65.73%, Impact Factor of 2020 = 3.872)
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55

Chanapha Butpheng, Kuo-Hui Yeh*, Hu Xiong, “Security and Privacy in [oT-
Cloud-Based e-Health Systems - A Comprehensive Review”, Symmetry, 12(7),
1191, July 2020. (*Corresponding Author, JCR Q2 54.86%, Impact Factor of
2020 =2.713)

Shi-Cho Cha, Kuo-Hui Yeh*, Zi-Jia Huang, “bleRPC: A Plug-and-Play RPC
Framework over BLE,” Computer Communications, Vol. 157, pp. 298-307,
May 2020. (*Corresponding Author, JCR Q2 62.09%, Impact Factor of 2020 =
3.167)

Lu Zhou, Chunhua Su, Wayne Chiu, Kuo-Hui Yeh*, “You Think, Therefore
You Are: A Transparent Authentication System with Brainwave-oriented Bio-
features,” IEEE Transactions on Emerging Topics in Computing, Vol. 8, Issue 2,
April-June 2020, pp. 303 - 312. (*Corresponding Author, JCR Q1 93.48%, Im-
pact Factor of 2020 = 7.691)

Kuo-Hui Yeh, Chunhua Su, Robert H. Deng, Moti Yung, Miroslaw Kutylowski,
“(Editorial) Special Issue on Security and Privacy of Blockchain Technologies,”
International Journal of Information Security, 19(3), pp. 243-244, April 2020.
(JCR Q2 62.27%, Impact Factor of 2020 = 1.988)

Liangfu Lu, Xiaoxu Ren, Kuo-Hui Yeh, Zhiyuan Tan, Jocelyn Chanussot, “Ex-
ploring coupled images fusion based on joint tensor decomposition,” Human-
centric Computing and Information Sciences, Vol. 10, Article number: 10,
March 2020. (JCR Q1 84.78%, Impact Factor of 2020 = 5.900)

Hu Xiong, Yanan Zhao, Li Peng, Hao Zhang, Kuo-Hui Yeh*, “Partially Policy-
Hidden Attribute-Based Broadcast Encryption with Secure Delegation in Edge
Computing,” Future Generation Computer Systems, Volume 97, August 2019,
Pages 453-461, 2019. (*Corresponding Author, JCR Q1 93.06%, Impact Factor
of 2019 = 6.125)

Chien-Ming Chen, King-Hang Wang, Kuo-Hui Yeh, Bin Xiang, Tsu-Yang Wu,
“Attacks and Solutions on a Three-Party Password-based Authenticated Key
Exchange Protocol for Wireless Communications,” Journal of Ambient Intelli-
gence and Humanized Computing, volume 10, pages 3133-3142, August 2019.
(JCR Q1 83.01%, Impact Factor of 2019 = 4.594)

Lu Zhou, Chunhua Su, Kuo-Hui Yeh*, “A Lightweight Cryptographic Protocol
with Certificateless Signature Scheme for the Internet of Things,” ACM Trans-
actions on Embedded Computing Systems, Vol. 18, No. 3, Article 28, April 2019,
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60
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62

63

10 pages. (*Corresponding Author, JCR Q3 48.61%, Impact Factor of 2019 =
1.530)

Shi-Cho Cha, Tzu-Yang Hsu, Yang Xiang, Kuo-Hui Yeh*, “Privacy Enhancing
Technologies in the Internet of Things: Perspectives and Challenges,” IEEE In-
ternet of Things Journal, Volume: 6, Issue: 2, April 2019, pp. 2159-2187. (*Cor-
responding Author, JCR Q1 98.14%, Impact Factor of 2019 = 9.936)

Lu Zhou, Xiong Li, Kuo-Hui Yeh*, Chunhua Su, Wayne Chiu, “Lightweight
loT-based authentication scheme in cloud computing circumstance,” Future
Generation Computer Systems, Vol. 91, pp. 244-251, February 2019. (*Corre-
sponding Author, JCR Q1 93.06%, Impact Factor of 2019 = 6.125)

Cheng-Fa Chiang, Fang-Ming Hsu, Kuo-Hui Yeh*, “Robust IoT-based nursing-
care support system with smart bio-objects,” BioMedical Engineering OnLine,
17(Suppl 2):154, November 2018. (*Corresponding Author, JCR Q3 35.63%,
Impact Factor of 2018 =2.013)

Wayne Chiu, Chunhua Su, Chuan-Yen Fan, Chien-Ming Chen, Kuo-Hui Yeh*,
“Authentication with What You See and Remember in the Internet of Things,”
Symmetry, Vol. 10, Issue 11, DOI: 10.3390/sym10110537, October 2018.
(*Corresponding Author, JCR Q2 57.25%, Impact Factor of 2018 = 2.143)
Kuo-Hui Yeh, Chunhua Su, Jia-Li Hou, Wayne Chiu, Chien-Ming Chen*, “A
Robust Mobile Payment Scheme with Smart Contract-based Transaction Repos-
itory,” IEEE Access, Vol. 6, Issue 1, October 2018, pp. 59394 - 59404. (JCR Q1
85.48%, Impact Factor of 2018 = 4.098)

Chien-Ming Chen, Bin Xiang, King-Hang Wang, Kuo-Hui Yeh, Tsu-Yang Wu*,
“A Robust Mutual Authentication with a Key Agreement Scheme for Session
Initiation Protocol,” Applied Sciences, 8(10):1789, October 2018. (JCR Q2
55.07%, Impact Factor of 2018 = 2.217)

Lu Zhou, Kuo-Hui Yeh, Hancke Gerhard, Zhe Liu*, Chunhua Su, “Security and
Privacy for the Industrial Internet of Things: An Overview of Approaches to
Safeguarding Endpoints,” IEEE Signal Processing Magazine, Volume: 35, Issue:
5, September 2018, Page(s): 76-87. (JCR Q1 95.30%, Impact Factor of 2018 =
7.602)

Shi-Cho Cha, Kuo-Hui Yeh*, “A Data-Driven Security Risk Assessment
Scheme for Personal Data Protection,” IEEE Access, Vol. 6, Issue 1, September
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71

2018, pp. 50510 - 50517. (*Corresponding Author, JCR Q1 85.48%, Impact

Factor of 2018 = 4.098)

Kuo-Hui Yeh, Chunhua Su, Jiageng Chen, Nai-Wei Lo, "Editorial: The 10th
International Conference on Network and System Security (NSS 2016)," Jour-
nal of Internet Technology, vol. 19, no. 4, pp. 1251-1252, Jul. 2018. (JCR Q4

8.71%, Impact Factor of 2018 = 0.715)

Kuo-Hui Yeh*, “A Secure Transaction Scheme with Certificateless Crypto-

graphic Primitives for [oT-based Mobile Payments,” IEEE Systems Journal, Vol.
12, Issue 2, June 2018, pp. 2027-2038. (*Corresponding Author, JCR QI

93.45%, Impact Factor of 2018 = 4.463)

Shi-Cho Cha, Ming-Shiung Chuang, Kuo-Hui Yeh, Zi-Jia Huang, Chunhua Su*,
“A User-Friendly Privacy Framework for Users to Achieve Consents with

Nearby BLE Devices,” IEEE Access, Vol. 6, May 2018, pp. 20779-20787. (JCR

Q1 85.48%, Impact Factor of 2018 = 4.098)

Shi-Cho Cha, Jyun-Fu Chen, Chunhua Su, Kuo-Hui Yeh*, “A Blockchain Con-

nected Gateway for BLE-based Devices in the Internet of Things,” IEEE Access,
Vol. 6, May 2018, pp. 24639 - 24649. (*Corresponding Author, JCR Q1 85.48%,

Impact Factor of 2018 = 4.098)

Kuo-Hui Yeh, Nai-Wei Lo*, Chun-Kai Wang, “A Robust NFC-based Personal-

ized IPTV Service System,” Multimedia Tools and Applications, Vol. 77, Issue

5, pp. 5129-5148, March 2018. (JCR Q2 59.63%, Impact Factor of 2018 =2.101)
Jiageng Chen*, Chunhua Su, Kuo-Hui Yeh, Moti Yung, “(Editorial) Advanced

Persistent Threat: Concepts and Future Trends,” Future Generation Computer

Systems, Vol. 79, Part 1, pp. 243-246, February 2018. (JCR Q1 92.86%, Impact

Factor of 2018 = 5.768)

Kuo-Hui Yeh, Chunhua Su, Wayne Chiu, Lu Zhou*, “I Walk, Therefore I Am:

Continuous User Authentication with Plantar Biometrics,” IEEE Communica-

tions Magazine, Vol. 56, Issue 2, February 2018, pp. 150-157. (JCR Q1 97.56%,

Impact Factor of 2018 = 10.356)

Kuo-Hui Yeh, Jia-Li Hou*, Lin-Chih Chen, Hao-Xiang Liao, Wei-Pang Yang,

“Privacy Risk Assessment for SQLite based Android Applications,” Journal of
Internet Technology, Vol. 18, No. 7, pp. 1533-1541, December 2017. (Impact

Factor of 2017=1.301)

12~



74

[&

76

77

78

19

Shi-Cho Cha, Kuo-Hui Yeh*, Jyun-Fu Chen, “Toward a Robust Security Para-
digm for BLE-based Smart Objects in the Internet-of-Things,” Sensors, 17(10),
2348; doi:10.3390/s17102348, October 2017. (*Corresponding Author, Impact
Factor of 2017 = 2.475)

Liang-Chun Chen, Chien-Lung Hsu, Nai-Wei Lo, Kuo-Hui Yeh*, Ping-Hsien
Lin, “Fraud Analysis and Detection for Real-time Messaging Communications
ont Social Networks,” IEICE Transactions on Information and Systems, Vol.
E100-D  No. 10 pp. 2267 - 2274, October 2017. (*Corresponding Author,
Impact Factor of 2017 = 0.500)

Kuo-Hui Yeh, Nai-Wei Lo, Ren-Zong Kuo*, Chunhua Su, Hsuan-Yu Chen,
“Formal Analysis on RFID Authentication Protocols against De-synchroniza-
tion Attack,” Journal of Internet Technology, Vol.18, No.4, pp. 765-773, July
2017. (Impact Factor of 2017= 1.301)

Kuo-Hui Yeh, Chunhua Su*, Kim-Kwang Raymond Choo, Wayne Chiu, “A
Novel Certificateless Signature Scheme for Smart Objects in the Internet-of-
Things,” Sensors, 17(5), 1001; doi:10.3390/s17051001, May 2017. (Impact
Factor of 2017 =2.475)

Yung-Chun Chen, N.W. Lo, Ren-Zong Kuo, Enrico Winata, Kuo-Hui Yeh*, “A
Fast Collision Arbitration Algorithm for RFID Tag Identification in Supply
Chain Environment,” Journal of Internet Technology, Vol. 18, No.1, pp. 125-
134, January 2017. (*corresponding author, Impact Factor of 2017= 1.301)
Kuo-Hui Yeh*, “A Secure [oT based Healthcare System with Body Sensor Net-
works,” IEEE Access, Vol. 4, pp. 10288 - 10299, January 2017. (*corresponding
author, Impact Factor of 2017 = 3.557)

Kuo-Hui Yeh*, “BSNCare+: A Robust IoT-oriented Healthcare System with
Transaction Non-Repudiation,” Applied Science, 6(12), 418,
DOI:10.3390/app6120418, December 2016. (*corresponding author, Impact
Factor of 2016 = 1.679)

Nai-Wei Lo*, Kuo-Hui Yeh, Chuan-Yen Fan, “Leakage-detection and Risk-as-
sessment on Privacy for Android Applications: LRPdroid,” IEEE Systems Jour-
nal, Vol. 10, Issue 4, pp. 1361-1369, December 2016. (Impact Factor of 2016 =
3.882)

1%«



80

81

82

83

84

85

86

87

88

Kuo-Hui Yeh, Kuo-Yu Tsai*, Chuan-Yen Fan, “An Efficient Certificateless Sig-
nature Scheme without Bilinear Pairings,” Multimedia Tools and Applications,
Vol. 74, Issue 16, pp. 6519-6530, August 2015. (Impact Factor of 2015 =1.331)
Kuo-Hui Yeh*, “A lightweight authentication scheme with user untraceability,”
Frontiers of Information Technology & Electronic Engineering (Journal of
Zhejiang University-SCIENCE C-Computers & Electronics), Vol. 16, No. 4, pp.
259-271, April 2015. (Impact Factor of 2015 = 0.392)

Kuo-Hui Yeh*, “An Anonymous and Lightweight Authentication Scheme for
Mobile Devices,” Information Technology and Control, Vol. 44, No. 2, pp. 206-
214, April 2015. (Impact Factor of 2015 = 0.633)

Jia-Li Hou, Kuo-Hui Yeh*, “Novel Authentication Schemes for IoT based
Healthcare Systems,” International Journal of Distributed Sensor Networks, Vol.
2015, Article ID 183659, 9 pages, January 2015. (*corresponding author, Im-
pact Factor of 2015= 0.906)

Kuo-Hui Yeh*, Nai-Wei Lo, Pei-Yun Liu, “An Efficient Resource Allocation
Scheme for Cloud Federations,” Information Technology and Control, Vol. 44,
No. 1, pp. 64-76, January 2015. (Impact Factor of 2015 = 0.633)

Kuo-Hui Yeh, Nai-Wei Lo, Kuo-Yu Tsai*, Yingjiu Li, Enrico Winata, “A Novel
RFID Tag Identification Protocol: Adaptive n-Resolution and k-Collision Arbi-
tration,” Wireless Personal Communications, Vol. 77, Issue 3, pp. 1775-1800,
August 2014. (Impact Factor of 2014 = 0.653)

Kuo-Hui Yeh*, “A Provably Secure Multi-server based Authentication Scheme,”
Wireless Personal Communications, Vol.79, No. 3, pp. 1621-1634, July 2014.
(*corresponding author, Impact Factor of 2014 = 0.653)

Kuo-Hui Yeh, Kuo-Yu Tsai*, and Jia-Li Hou, “Analysis and Design of Smart
Card based Authentication Protocol,” Journal of Zhejiang University-SCIENCE
C-Computers & Electronics, Vol. 14, No. 12, pp. 909-917, December 2013. (Im-
pact Factor of 2013 = 0.380)

Kuo-Hui Yeh*, Nai-Wei Lo, Tzong-Chen Wu, and Chieh Wang, “Secure e-
Health System on Passive RFID: Outpatient Clinic and Emergency Care,” In-
ternational Journal of Distributed Sensor Networks, Vol. 2013, Article ID
752412, 12 pages, October 2013. (*corresponding author, Impact Factor of 2013
=0.923)

i



= B BAREFEIR

Honor:

10

11

12

13

14

Fellow, British Computer Society (BCS) (29" April 2025)

2 AT2%TA R #+5 K (World's Top 2% Scientists) 2020-2025 (Single year),

2021-2025 (Career) (R 3 K2 4% &)

BISLRERPINEFERETBRGREFE =585

CRSEFEINEEYFEL I T KL L.

BAXRERZINORFEREP R T 488 F

SIEEABARE TR 109FE kA

Blir & At RS HEIE A 10958 14 i 2 2R

Bl SRR IR 1095 5 5 HPAE R AT 5E

SRERE FIEEN 1085 IR GIE R N S B SATA R A A i

B RERE TEERI07TFE ZRAGERNIIEATAR AL

STRERS FIREIE 10585 B HA2E R 26T

B REAS TP 10325 % P R 3T

105 F BT RLZ ST HAET EGEE%, @3tE 0T TR HEEH
ZHFTETEAB) s FHEHELM AHMER LI RIANE

548 2

104FH BT REDTHAEEEGEDR R, 4231 E - TIE8e App
<[



g2 FAAE 22-App JE A RFS ST M AS MERE(22) ~ FItE=SE LA
7% App Z [ A0 B 0 4 #2153 (2/2)

15 138 HERERLLEHAFEEH T2 EEER, B3t - TRH
Wy App 4z JE FAE 22-App JE A ARAS ¥T 4 A5 M ERE(1/2) ~ FetE =3t&
%4 AT8) App Z SRR AT S 5 3&(1/2)

Honor on Student Supervision:

1 USPACE2023 %65 B&E &£ AR SBBERAF " EAAKE, #F
i 0 A FIDO B2 5 5480 A4 55266 > REFTE - AR08 -
KR - B e

2 HEBTF THESEHERA BB RO - ESG KGR E L
(2022) > R4S Z SRR EEAHEMN AL T E LG REFTE
- AREE iy o

3 BTRAERRANERBRBEAHERE - BRER A E1F(2022)
REFE R THTAAE 0 RG> REFTE - THhE - ¥ihm -
s~ TARE >~ Bl R o

4 F26BAERGENERBRBAMRE- T AMER M F=5(2021)
Mo 8 Z@A| AWM, ERAR > REEHF 4 TAntiACar > fa 52

bh> REBE -IMPR TS > BB E - RRE ~HKAEXE -



10

MERISGGEE > TR =ZFFAHBRLOTUE L3125 584 4
(2019) -

R2R2E 2B AFARE A NEARSAIFRE - T AR RER A= | 4
FQ017) » " AR AT 2 PIEF &, G266 SHES - it
B~ R TF -~ FRTEE - BAaR -~ FES o

1 AR S A 50 4y (Wei-Yang Chiu) 2 St T4 % MINE | 5% £ &1F
#8 rx, [ B« NCUEE - it # IEEE Brain Computer Interface Hackathon - 2016
(San Diego ~ California ~ USA) %¢4% Honorable Mention Award

FAE 2R REFARILE ME R R I HE " 8T TR ERSE
FAaa-IER A% ER ) F— 5(2016) - " A ALBE 4955 2 Bp B 47 81 7 30
B KEHE TG, GG EHAAT - AW~ 30%50 - FRF2F -
$A 40 Ak

B ER201438 B R - H£1EQ014) RETEZABEBATE 4 "No
Missing ; 5 267 » REFTE-REAN ~ GHBF-ZHN - T 2E
T~ B R

FIBE 2B RS E R IRASA VBT > TTHZAMER - %

ZAQR03) EHATEA TEFHEIMFE, T LG SHETF -

*

el

i

2~ BHE



11 HF18E 2B X EFRITEHERRIFA M BE > BARIMER Q- % =8
(2013) ) REFE AR "HMATAR IEF LG RERTE - TH%E
BAREE ~ BEF A > IR RRE

12 %23 &ML 2 €3%((2013) 5 3% L 8% 2 /£ 1F Scalable and Anony-
mous Authentication Scheme » ® 3 & & - B &% 7

Keynote Speaker/Invited Talk:

1 Keynote Speaker, Security for Industrial Automation and Control Systems -
Integrated with the IEC 62443 Standard, The 20th International Conference
on Information Security Practice and Experience (ISPEC 2025), Chengdu,
China 7-9 November 2025.

2 Invited Talk, Continuous Entity Legitimacy Assessment for FIDO2 Authenti-
cation with Markov Decision Process, The 19th International Conference on
Provable and Practical Security (ProvSec 2025), 10-12 October 2025, Yoko-
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Conference on Cloud Computing and Internet of Things (CCIOT 2019), To-
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Invited Talk, Title: Trusted IoT Framework, University of Electronic Science

and Technology of China, Chengdu China, 23 May, 2019.
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tem with Plantar Bio-features on Wearables-based IoT Networks, Symposium
on Security Infrastructure for Big Data and Applications to Medical and Liv-
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